OMIY uMm. &. M. /I0CTOEBCKOTO

WccnenoBanue
becnpoBoAHbIX CeTeH
crauaapra 802.11x

TOK/JIaTYHK:

CranysieBUY IMUTPUN AHTOHOBUY
ComoKIaT4YHK:

HcaeHko AsekcaHap OJieroBUY



06wme cBeaeHns o ctaHaapre

I'ox

1999 5ITir 54 M6wuT/C ODFM
b 1999 2,4TTr 11 M6wuT/C DSSS
g 2002 2,4TTI1 54 M6HT/C ODFM/DSSS
n 2009 2,4TT1  4x150 M6ut/c ODFM/DSSS

S5ITIx



Bpems 1 MecTo npoBeAeHHA

BpeMmda IIpoBeIeHUA:

17 mapta 2011, 15:00-15:40
24 mapta 2011, 15:00-16:00

MecTo IIpOBeIeHUAI:
yJ. Mapitasa ’KykoBa, 74/1 — yJ. IlyiiikuHa, 59
yJ1. MapimaJsia ’)KykoBa, 74/1 — bysibBap MapThIHOBA
TeppUTOpHAd OM3Hec-IleHTpa MapimaJia KykoBa, 74/1
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MeToauKa uccaenoBaHua

HoyT6yk DNS 0121597
Mopaysie Wi-F1 Realtek RTL8191SEVB
OreparinoHHas cucrema Ubuntu 10.10
VTuinTa 1iwlist 3 nmakerta wireless-tools
HoyTOyk Acer Aspire One
Mopaysib Wi-Fi1 Atheros AR5B95
OrrepaliioHHad cucreMma Linux Mint 9.0
VTuiura 1iwlist 3 nmakera wireless-tools
HoyTOyk Lenovo

OrepantioHHasa cucreMma Microsoft Windows 7
[IITaTHad YTHJIUTA IIPOCMOTpPA OECIIPOBOIHELIX CETEH



[lpumep pabotbl iwlist

Cell 04 - Address: 00:14:BF:AA:86:61
ESSID:"linksys"
Protocol:IEEE802.11bg

Mode:Master

Channel:6

Encryption key:off

Bit Rates:54 Mb/s

Extra: Rates (Mb/s): 1 2 5.5 6 9 11 12 18 24 36 48
54

Quality=47/100 Signal level=-73 dBm
Noise level=-93 dBm

Extra: Last beacon: 137ms ago



[Ipumep pabotbl inSSiDer
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| OcTaHoBuThL | Atheros ARS285 Wireless Network Adapter
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[lpumep pabotbl KoHdurypaTopa Windows

 —

+ o

Currently connected to: ¥
= Metwork
Mo Internet access

Wireless Metwork Conrection 2 A
TPLINE-PC_Metwork _.'!'-‘_
TP-L[Mk;_E%ME A LRE

TP-LINK 010001 Marne: TP-LIMNK_E9T44E
3 Signal Strength: Excellent

TP-LINKE 12091 A Security Type: Unsecured
N Radio Type: 802.11n
SSI0: TP-LINK_ES744E

SPENCER_TESTTT

8901 _TEST .

TREMDnet .

tplinkil - b
Open Network and Sharing Center




Pe3ynbTaTthl UCCNEA0BAHUA

Bcero o6Hapy>keHo 102 cetu

Pacnpe,z;eJIeHHe IIO0 CTdHAAPTAM.

802.11g — 98 ceTen
802.11n — 14 ceTen
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CkopocTb nepeaayun nanubix, MOUT/C
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besonacHoctb ceted Wi-Fi

WEP
asiroputMm RC4 (xiarou 40/104 Gura)

ySI3BUM K aTaKaM Ha KOJIJIN3HUI BEKTOPOB
HMHHUITHAIHU3alluHI U HHKEKITUH B KaJPhI

yCcTapeJ
WPA

TKIP — Temporal Key Integrity Protocol

MIC — Message Integrity Code

WPA?2

aJroputMm ALES



Cokpbite ESSID

@ ESSID cKprIT
B ESSID OTKPEIT




6% 10%

H WEP

0 WPA

B WPA2

B OTKpPLITEHIE




Utor

J/locTaTOYHO BBICOKAd IIOITYJIIPHOCTh Wi-Fi-ceTen

BhICOKas IVIOTHOCTh CeTeM BHYTPH U BOJIM3U KaK
O0QMCHBIX 3TaHUM, TaK U YaCTHBIX TOMOB

Mcrosib30BaHUE COBpPeMEHHBIX IIPOTOKOJIOB
ayTeHTUOHUKAIUU U ItudpoBaHud (WPA, WPA2)

Hci1o1b30BaHHUE Pagruo4d9acCTOT «II0 YMO/JIYAdHHIO»

Bo3pacTaHue UHTepeca K HOBOMY CTaHAaPTY
802.11n



Cnacubo 3a BHUMaHHe!
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